i 91 6001/2 6808
22 N3NYIAY 2569

1599 VeLddIyAAINTINTINNSHNBUSY

Seu J9nsdaminelass

Aaidaneng  usuuLugdmangns

mgdinnuiauIneImansuasinalulagunianid (@me.) lnganduimuiynaInsLieuIag
i mundalneusy gavdngnsinousudumeluladaisaumnaLazn1sdan1sdugs (information
Technology and Advanced Management Series) é’fﬂ‘ﬁ

1. néngnsiineusuiBsufuRns anmsgiu ISO/IEC 27001:2022 mssnwmnssiuasUasasfoansauime
194936 N3 (ISO/IEC 27001:2022 Standard for Organization) 8USHIENI19TUR 19 - 21 FaM1AN 2569
1281 09.00 - 16.00 u. a4 T5ausadug’ wim ngamwe gaulifiZouaunsnidenlosdowesnsussiiiy
audsadniuulovis/Auneulfod asonsunumanaiafioudocUfoR annsoduiunumanada
iieanadssnuiivssifiuazifielvflauasnndeaiutonvunveauinsgiu ISO/IEC 27001 14
AnunTeassBun ANl https://www.careerdfuture.com/iso27001

2. véngnsilinousndafiinig mansiaaeuteslmiuarmavadouIanEUY Jull 3 (Vulnerability
Assessment and Penetration Testing) 8USUSENITUR 19 - 21 Fam1AY 2569 1381 09.00 - 16.00 .
 Tssusundugs misa ngamme sjadunsairsenadilanazmnuderng lunsasaaeuausiung
UapnsgueIseuuasaumALaziATaY18Y0989ANT tAEN1TATIAAUYRINT (Vulnerability Assessment)
NSNAABUIINETEUU (Penetration Testing) Ingldied eailelunsamadeunuuientuiiudnines (Hacken 14
witdunsmaaeuszuuLUuiasEsTIILALgANgYIY Liledisdunuamssudastunisyngnldegied
UseAnSan AnwseasiBundissinléfi https://www.careerdfuture.com/vapt

3. néngastinousuiafuAnis mamaaeulazszuULazaNTuasUasnfef Ui uLe UnaLATy
(Web Application Hacking and Security) 8ususeninefudl 1 - 3 fue1eu 256943a1 09.00 - 16.00 .

o Lsausudugs wise nyann dadulidiSeuaunse avvdeuanuiiuaivaendeveaivueundindy

!
= o v [

FadugemmsdrAglunsdifsleyavesedns wWmnevaawdnineseradunisuluedeyadify vihae
YoLdev0e09ANs vIeLsenIawmalselovilusunuunn q dwalvmhsnulasuanudenes idieusy
wlamuvinuelunislesiudenslavesuazdislvesinsanunsasulodunislandlaegreiuss@ngam

Anwsvazduaiudnlay https://www.careerdfuture.com/wahs

4. aNgms...

dilnaunaunInedansuazwmalulaguvsard  National Science and Technology Development Agency
®O6 a\wmuﬁwmmam%ﬂwmﬂm auunvaleSu ﬁmaﬂaawﬁﬁ 9LNOAABINA 111 Thailand Science Park, Phahonyothin Road, Khlong Nueng, Khlong Luang,
fiTﬁMi'mUV‘l:Jﬁﬂﬁ @welbo  Pathum thani 12120, Thailand
Wsf o beoe dooo 5815 o bdoe Wooo-o  Tel +66 2564 7000 Fax +66 2564 7000-2  http://www.nstda.or.th
Mail-7642



2.

4. vangnsineusuUJURN1s nsnndugua Al ag1allsssuniuiawazAusuAaYeu

=

(Al Governance Workshop) 8UTHsEMINTUi 3 - 4 Aueneu 2569 1an 09.00 - 16.00 u. & Tsausaidug
ynda ngavme Welaiuaiismg mmdle wadiinuFoR msdmusnnsnising q AsuduiiAedestu
MIWAILITEUU Al U9983AN3 LiloanAaLdeBening q vesszuulveglussduiiesdnssensuld was
Duszuuiifanuindede muisaenadostuanigiuainadinssredanazldauludagdu
AnwnsuazBeadiiudulé https://www.careerdfuture.com/aig

5. ndngasnisuimsianisuaznisiufieduisanaumislaiued udl 4 (Cyber Security
Incident Management) puUsHsEWiNeTudl 8 - 11 fug1eu 2569 1281 09.00 - 16.00 u. o1 I5ausuLHUgS
ynia ngamny gatlvifiFou Whliasvddguems e dyginisinuanuiuasiaonfeluues
w.A. 2562 paenaunIsuaaunioulunisdndefiuuimsdaninunnisaiduauiiuasasn fe
Andaseinnsnmsisnduiesihunfofiieliaenadesiuanudenisves nsu. lewed (§19851n
1195518 Framework for Improving Critical Infrastructure Cybersecurity) Lﬁlafuﬁaﬂﬂﬂﬁaqﬂﬂﬁu

¢ = vy U oA = = A a vl
mﬂsamasﬁ]ummiqﬂuigwﬂa‘um AnnseazRuniiudlag https://www.careerdfuture.com/csm

lun1sil @y, Fai@gviunserwnudnTiunsineusu lunanansnenand audu 1ian uag

'
a a

anuntneiu lngviuanansafndedeuniusigasidoaiiuinlan wiedwml Wenauysel vungay

[
¥V 1

INSANI 0 2644 8150 %19 81891 130 08 9777 7492 VAL IUDUTUINNWUIINUIIVANTAILITALDN

Y
| =

Aawziiounndudinalaniuszideunsznsiiniseds wazlidoduiuan Weldsuniseudfain

Y

AUsAudyen wavAnldinglunisdsyaainsidisineusuvesussivseiwuduliyanaaiunsauily

&

ANNEAUNELR 200%

=% o i a
ussuLNelUIAR TN

YDLANIANULUDD

DA

(11991391 Fiulseiasy)
JRBUIUNTT
U uRnsunugguiens

Y

AUnURRILINeIFaRSwazmALUlAT AR

dInaunana
anuiLIUAAINTHIaBUIAN
Insfwii 0 2644 8150 sip 81891 (i)

lUswalgdiannseiind npdenstda.or.th



ajndil Career for the Future Academuy
NSTDA

amuuwuuyAaInsiHvauna

1SO27001

ISO/IEC 27001:2022 Standard for Organization
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Key Highlights

Lazmsvams:uuaisautnAtiaoandovmuuiasmsikiuuiasgiu ISO/IEC 270012022

@ Syusuazldnoans:dAtguDVUIASYIU ISO/IEC 270012022
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@ SWNSOUS:gNAIBINASMSASUAUADIUIEDD DINUIASTIU ISO/IEC 27002:2022
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UIQSTIU ISO/IEC 270012022 nUMSSNWIADIULUAVUADANEaNSAULNFAYUDVDVANS
(ISO/IEC 27001:2022 Standard for Organization)
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(Management of technical vulnerabilities)

msdatfiudoya MsdAsiRdoya log uastihs:Jotamistinadnd

awwnasgu ISO/IEC 27002:2022
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Senior Cybersecurity & Privacy Manager
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Vulnerability Assessment and Penetration Testing
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(Vulnerability Assessment and Penetration Testing) Sun 3

tutoguussANAMUALRdUINKTLUS:a0AG/uSninas (Hacker) Tdn3aAmusuusodunnsu Tagyowiumsloudkusgoiu
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soufivasivanusaduasaluMsasivaaunUluAvUaDONYUDVS:UUANSAUINALA:IASDUgUDVaVANS Taguitiums
asIDEDULA:NAdDUIDIS:UUIWDKBDVTK3lauld iAo vlinlunisasdvaauLuuLdedAUALSNINDS (Hacker)d udidunis
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+  AnwgdoodufiyofiuNmsasIaougoolka .

(Introduction to Vulnerability Assessment)
+ A2 WSI0oRAUIREIAUMSNOEDUNMSIDNES:UU
(Introduction to Penetration Testing)
«  mssousouUpya (Information Gathering)
+  Msdaunundouie (Scanning Networks)
*  MsAUKDOIKI (Vulnerability Assessment)
+  Msnadoulois:uu (Penetration Testing)
+  msuanidu (Hacking Web)
+  Msudns:uu (System Hacking)
«  mstEviustuudiudnis Kali Linux
«  mstBomurdoviio Metasploit
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mua: 26,900 uIN (SOUMBUaAILWULAD)
* LAWIKUDEDIUMASY LA:DVANSUDVSY
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Sudouaaniuf 10%
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StW3103UA 19 - 21 FormAu 2569
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WQuas:uuu (System Administrator)
unnadouldn:s:uu (Penetration Tester)
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(IT Security Consultant)

EH 58 ® 9

Vulnerability

Identification Analysis Risk Assessment Remediation

J

SnegnnsUs:onangas
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+ Certified Ethical Hacker (CEH)
+ Certified Hacking Forensic Investigator (CIHFI)
» Certified Security Analyst (EJCSA)
« IT Specialist Certification (ITS): Cyber Security

I

dolunousy

E TsousuBugs wisa ngoinw

1laun 9 nuuswUsSISN WASIWBINS

CENTURY PARK - g oInwUHIUAS

L] mnmuoaomsanlanmsa\)n lUUUﬂS[’U'IllD\)EJUEJUﬂ'\SEJﬂlaﬂ Wuatsanundsanus agodos 7 SurimsnouIudaviu KINNISULDY
anlanmmna‘noanmhunoonan nvamuug yaavoudnsinAdidums Aatdusuoudu 30% onAaon:dousuoutéu
s Hﬂ')UUWC‘UUTUF]aTﬂSllHODUTF\C’I uaaoauansiumstUaauuUamuammanaﬁns 5ngins mMuAUKUaULa:A WS U waus:Tasd

HDHOUDONLU'\SU]’HSDUSU

L NLUWDUSUODDUDE]WLSEJUIUCﬂﬂD'\ 80% ua: nTﬂDﬂSSUﬂﬂHDUDUDDHaﬂHOS Svo:ldsu CleT sonddnoiuweuun3SnenAaasias

mntuiaaumomo (aonu.)

Anusiga:iBuauwulaulan https://www.careerdfuture.com/vapt

FouMuUsIwa:IBuaWULAUTAR O 2644 8150 cio 81891 E-mail: npd@nstda.or.th

auuLATy Ui 26 waunAu 2569



é‘jhﬂﬁl Career for the Future Academy

NSTDA andudouuyAaInsiHvauinn

Web Application Hacking and Security
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Sousiazldntoans:drAcydunudanangoinmslbudiduutouwalndu
[SuuduIasIMsAUUUAVUaRanyuu HTTP Security Header

ISouUSLUDNIVUa:ISNISNQdDULDS:UU Penetration Testing Methodologies
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Web Application Hacking and Security
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tuboguunisAnmuMulsluasoInuSnnes (Hacker) ndoRTuiUs:avAdgon3adiusuusouInduidos a Taglaw:
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domnangas Us:noudoe

* Introduction to Web Application
«  HTTP Security Headers
* Introduction to Web Application Security
* Penetration Testing Methodology
* Penetration Testing Framework
+  Types of Web Penetration Testing
*  Web Application Penetration Testing Tools
*+  Web Application Penetration Testing Checklist
+  Web Application Penetration Testing Certifications
+ The Penetration Testing Process
*  Web Application Proxies
* Using Hacking Tools
«  Open Web Application Security Project (OWASP)
«  OWASP TOP 10 2013: SQL Injection
« OWASP TOP 10 2013: Broken Authentication and
Session Management
+ OWASP TOP 10 2013: Cross-site Scripting
+  OWASP TOP 10 2013: Security Misconfiguration
«  OWASP TOP 10 2017: XML External Entities (XXE)
+ OWASP TOP 10 2017: Insecure Deserialization
+ OWASP TOP 10 2021 Insecure Design
+  OWASP TOP 10 2021 Software and Data Integrity
Failures
« OWASP TOP 10 2021: Server-Side Request Forgery

stz Damangas

DUSUS:M3IO3UA 1 — 3 fiugneu 2569
1Da1 9.00 - 16.00 u. (sowszg:dan 3 Ju)
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9 15
9 15
18 3
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WQuas:uuu (System Administrator)

* Unnadouldi:s:uu (Penetration Tester)
«  UsnundhuaduluAvUananeansautnd
(IT Security Consultant)
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ﬁ 210158 1oUN NELVMUKEDD
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usyn fi-wda oA Tsgdu dna
» Certified Ethical Hacker (CEH)
- Certified Hacking Forensic Investigator (C|HFI)
« Certified Security Analyst (EJCSA)
« IT Specialist Certification (ITS). Cyber Security
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1. Artificial Intelligence Risk Management Framework (Al RMF 1.0)

2. Al RMF PLAYBOOK

3. ISO/IEC 42001.2023(E) Artificial Intelligence Management system
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(Cyber Security Incident Management: CSM)
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